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What is Project Spectrum?

Project Spectrum is 
the definitive 
platform to increase 
cybersecurity 
awareness and 
compliance for 
small/medium-sized 
businesses and the 
Defense Industrial 
Base (DIB) 
manufacturing supply 
chain.



What is Project Spectrum?

Our mission is to help 
organizations stay up to 
date with the latest in 
cybersecurity compliance 
and policy best practices. 
We collect, analyze, and 
disseminate relevant 
information and guidance 
as it relates to business 
risk management.



What is Project Spectrum?

Project Spectrum
positively impacts the 
small-to-medium size 
business community and the 
DIB by providing the tools 
and information needed to 
thwart cybersecurity 
threats and reduce 
vulnerabilities, like 
phishing, malware, and 
denial of service attacks.



What is Project Spectrum?

We offer Cybersecurity 
Maturity Model 
Certification (CMMC) 
training, direct access 
to cyber advisors, 
Supplier Performance 
Risk System (SPRS) 
assessments, 
educational resources, 
policy guidance, and 
customized 
cybersecurity 
compliance plans.

https://projectspectrum.io/#!/abtcmmc


What is Project Spectrum?

Project Spectrum 
delivers heightened 
awareness educational 
and outreach materials 
for smaller businesses 
that are particularly 
susceptible to various 
threats due to funding 
and other resource 
limitations.

https://projectspectrum.io/#!/trainingVideos


Federal Policy Compliance

• Project Spectrum operates under the authority of the 2021 
National Defense Authorization Act (NDAA) 

• Section 1724: Responsibility for cybersecurity and critical 
infrastructure protection of the defense industrial base.

• Section 1738: Assistance for small manufacturers in the defense 
industrial supply chain on matters relating to cybersecurity.

• We offer compliance with existing Defense Federal 
Acquisition Regulation Supplement (DFARS) regulations 

• 2019-D041 Interim Rule and its associated clauses (252.204-7008, 
252.204-7012, 252.204-7019-21). 

• Regulations require compliance with National Institute of Standards 
and Technology (NIST) Special Publication (SP) 800-171 for the 
safeguarding of defense-relevant information and cyber incident 
reporting.

Presenter
Presentation Notes
NDAA Language:SEC. 1724. RESPONSIBILITY FOR CYBERSECURITY AND CRITICAL INFRASTRUCTURE PROTECTION OF THE DEFENSE INDUSTRIAL BASE. (a) CRITICAL INFRASTRUCTURE DEFINED.—In this section, the term ‘‘critical infrastructure’’ has the meaning given such term in section 1016(e) of the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT ACT) Act of 2001 (42 U.S.C. 5195c(e)). (b) DESIGNATION.—The Secretary of Defense shall designate the Principal Cyber Advisor of the Department of Defense as the coordinating authority for cybersecurity issues relating to the defense industrial base. (c) RESPONSIBILITIES.—As the coordinating authority for cybersecurity issues relating to the defense industrial base, the Principal Cyber Advisor of the Department of Defense shall synchronize, harmonize, de-conflict, and coordinate all policies and programs germane to defense industrial base cybersecurity, including the following: (1) The Sector Specific Agency functions under Presidential Policy Directive-21 the Department of Defense has assigned to the Under Secretary of Defense for Policy for implementation. (2) The Under Secretary of Defense for Acquisition and Sustainment’s policies and programs germane to contracting and contractual enforcement as such relate to cybersecurity assessment and assistance, and industrial base health and security. (3) The Under Secretary of Defense for Intelligence and Security’s policies and programs germane to physical security, information security, industrial security, acquisition security and cybersecurity, all source intelligence, classified threat intelligence sharing related to defense industrial base cybersecurity activities, counterintelligence, and foreign ownership control or influence, including the Defense Intelligence Agency and National Security Agency support provided to the Department of Defense – Defense Industrial Base Collaborative Information Sharing Environment and cyber intrusion damage assessment analysis as part of defense industrial base cybersecurity activities. H. R. 6395—725 (4) The Department of Defense Chief Information Officer’s policies and programs for cybersecurity standards and integrating cybersecurity threat intelligence-sharing activities and enhancing Department of Defense and defense industrial base cyber situational awareness. (5) The Under Secretary of Defense for Research and Engineering’s policies and programs germane to protection planning requirements of emerging technologies as such relate to cybersecurity assessment and assistance, and industrial base health and security. (6) Other Department of Defense components’ policies and programs germane to the cybersecurity of the defense industrial base, including the policies and programs of the military services and the combatant commands. (d) ADDITIONAL FUNCTIONS.—In carrying out this section, the Principal Cyber Advisor of the Department of Defense shall— (1) coordinate or facilitate coordination with relevant Federal departments and agencies, defense industrial base entities, independent regulatory agencies, and with State, local, territorial, and Tribal entities, as appropriate; (2) facilitate or coordinate the provision of incident management support to defense industrial base entities, as appropriate; (3) facilitate or coordinate the provision of technical assistance to and consultations with defense industrial base entities to identify cyber or cyber-physical vulnerabilities and minimize the damage of potential incidents, as appropriate; and (4) support or facilitate the supporting of the statutorily required reporting requirements of such relevant Federal departments and agencies by providing or facilitating the provision to such departments and agencies on an annual basis relevant critical infrastructure information, as appropriate. (e) DEPARTMENT OF DEFENSE ROLES AND RESPONSIBILITIES.— No later than 180 days after the date of the enactment of this Act, the Secretary of Defense shall brief the Committees on Armed Services of the Senate and the House of Representatives on the following issues: (1) A plan for implementation of this section, including an assessment of the roles and responsibilities of entities across the Department of Defense and mechanisms and processes for coordination of policy and programs germane to defense industrial base cybersecurity. (2) An analysis of the feasibility and advisability of separating cybersecurity Sector Specific Agency functions under Presidential Policy Directive-21 from non-cybersecurity Sector Specific Agency functions. (3) Regarding the non-cybersecurity Sector Specific Agency functions the Department has assigned to the Under Secretary of Defense for Policy for implementation, the implications of reassigning such responsibilities to the Under Secretary of Defense for Acquisition and Sustainment. SEC. 1738. ASSISTANCE FOR SMALL MANUFACTURERS IN THE DEFENSE INDUSTRIAL SUPPLY CHAIN ON MATTERS RELATING TO CYBERSECURITY. (a) IN GENERAL.—Subject to the availability of appropriations, the Secretary of Defense, in consultation with the Director of the National Institute of Standards and Technology, may award financial assistance to a Center for the purpose of providing cybersecurity services to small manufacturers. (b) CRITERIA.—If the Secretary carries out subsection (a), the Secretary, in consultation with the Director, shall establish and publish on the grants.gov website, or successor website, criteria for selecting recipients for financial assistance under this section. (c) USE OF FINANCIAL ASSISTANCE.—Financial assistance under this section— (1) shall be used by a Center to provide small manufacturers with cybersecurity services, including— (A) compliance with the cybersecurity requirements of the Department of Defense Supplement to the Federal Acquisition Regulation, including awareness, assessment, evaluation, preparation, and implementation of cybersecurity services; and (B) achieving compliance with the Cybersecurity Maturity Model Certification framework of the Department of Defense; and (2) may be used by a Center to employ trained personnel to deliver cybersecurity services to small manufacturers. (d) BIENNIAL REPORTS.— (1) IN GENERAL.—Not less frequently than once every two years, the Secretary shall submit to the congressional defense committees, the Committee on Commerce, Science, and Transportation of the Senate, and the Committee on Science, Space, and Technology of the House of Representatives a report on financial assistance awarded under this section. (2) CONTENTS.—To the extent practicable, each report submitted under paragraph (1) shall include the following with respect to the years covered by each such report: (A) The number of small manufacturers assisted. (B) A description of the cybersecurity services provided. (C) A description of the cybersecurity matters addressed. (D) An analysis of the operational effectiveness and cost-effectiveness of such cybersecurity services. (e) TERMINATION.—The authority of the Secretary to award financial assistance under this section shall terminate on the date that is five years after the date of the enactment of this section. (f) DEFINITIONS.—In this section: H. R. 6395—743 (1) CENTER.—The term ‘‘Center’’ has the meaning given such term in section 25(a) of the National Institute of Standards and Technology Act (15 U.S.C. 278k(a)). (2) SMALL MANUFACTURER.—The term ‘‘small manufacturer’’ has the meaning given such term in section 1644(g) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Public Law 115–232; 10 U.S.C. 2224 note). 



Cybersecurity for Defense Industrial Base MPP Pilot Program

https://projectspectrum.io/#!/pilotProgram


MPP Cybersecurity Pilot Program Objectives

• Enroll MPP participants and other select companies.
• Target the Research and Development, Manufacturing, and 
Knowledge-based Service sectors.

• Accept companies that possess the necessary resources to 
respond to vulnerabilities identified by the program.

• The Pilot Program will: 
• Increase MPP participants’ compliance and cyber incident 
reporting.

• Foster measurable increases in cyber hygiene, compliance, 
and incident reporting.

• Provide exclusive educational materials, tools, and 
advisory services.



MPP Cybersecurity Pilot Program Expectations

Participating companies must designate one (1) 
senior level representative and one (1) IT 
representative to the project.

Participants should expect to dedicate 
approximately ten (10) hours per week of staff 
time to the Pilot Program.

All Pilot Program participants must sign a mutual 
non-disclosure agreement (NDA) and data terms of 
use. 

Participating companies agree to a 24-month 
 



MPP Cybersecurity Pilot Program Outcomes

At the conclusion of the Pilot Program, companies 
will: 

• Show a measurable improvement in cybersecurity 
compliance, incident reporting, and hygiene.

• Display increased NIST SP 800-171 compliance. 
• Demonstrate readiness for CMMC accreditation.
• Share best practices with the DoD small business 
community.

• Engage continuously with DoD small businesses for 
valued services.



Project Spectrum for R&D

Innovators | Scientists | Researchers | 
Startups

• Individual contributors/entrepreneurs
• No company infrastructure
• Limited funding
• Funding largely focused 
on technology

• Often wholly unaware of 
DoD acquisition requirements

• Often non-traditional businesses
Designed to address unique R&D 

performer challenges

Education and 
Outreach 

News and Events

Access to Cyber 
Advisors and Peers



Project Spectrum for R&D

Labs and Corporate Spinouts | 
Venture-backed and Mature Small 
Businesses

• Often commercial business-
oriented

• Cybersecurity posture driven 
primarily by minimal requirements

• May have limited resources 
allocated to IP and data 
protection

• Rich targets for acquisition

Readiness Check

Tools and 
Resources

Continuous Monitoring

Designed to address unique R&D performer 
challenges



Project Spectrum for Manufacturers

Manufacturers often use legacy equipment, so it is more 
difficult to patch vulnerabilities and protect networks and 
systems from attack.
Unique Issues Manufacturers Face

• Use OT and IOT plant equipment that 
require sensors being placed on the 
network to gather vulnerability 
data.

• Often have multiple geographic 
locations.

• Do not have on-site IT support 
staff.

Benefits to Manufacturers

• Cost-conscious tools to assess gap 
vulnerabilities and link to 
patches.

• Customized company dashboard to 
track compliance progress.

• Up-to-date information on cyber 
issues. 

• Reduced compliance costs for 
NIST/MEP.

Education & 
Outreach

Tools & 
Resources

Vulnerability Assessment

Compliance Management Coaching



Project Spectrum for Knowledge-Based Service Providers

Unique to Advisory and 
Assistance Services (A&AS)

• Support R&D and Manufacturing 
sectors

• Can have as few as one employee
• Remote environments
• Cloud data
• Varied software platforms
• Need to collaborate into an 
existing business workflow

Cybersecurity 
awareness

Platforms for 
secure 

collaboration

Access to cyber 
advisors and 
industry peers



Journey to CMMC Level 1 Compliance

CMMC 
Level 1 

prepared-
ness for 
C3PAO 

evaluatio
n

Take the 
CMMC 

Level 1 
Readiness 

Check

Complete 
CMMC 

Level 1 
online 
course

Watch 
training 
videos 

for CMMC 
Level 1 
domains

Participa
te in a 
CMMC 

Level 1 
webinar

Register 
for 

Project 
Spectrum



Projectspectrum.io

Presenter
Presentation Notes
By clicking on “Your Activities”, you will find the most recent webinars, blogs, new articles that you recently viewed. 



Connect With Us

project
spectrum.io

MENTOR 
PROTÉGÉ 
PILOT 
PROGRAM

MONTHLY 
WEBINARS

SOCIAL 
MEDIA 

EMAIL
outreach@

projectspectrum.i
o

Project 
Spectrum

Project 
Spectrum

@ProjectSpectru
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Presenter
Presentation Notes
A benefit of Project Spectrum is that we have a plethora of ways to be in contact:Direct connect through e-mail at techshop@projectspectrum.ioSubmit questions on our Community Forum for our analysts’ point of view/perspective Attend any of our monthly training webinars – CMMC Level 1 & Level 3Social Media – Twitter, LinkedIn, YouTubeIf applicable, Mentor Protégé Pilot Program participants will have status meetings with the cyber analysts

https://projectspectrum.io/#!/pilotProgram
https://projectspectrum.io/#!/calendar
mailto:outreach@projectspectrum.io
mailto:outreach@projectspectrum.io
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